Authenticating into Workspace

All Workspace users must download and link a multi-factor authenticator app to their Workspace
account. Only users who have connected a multi-factor authenticator will be able to access
Workspace. This job aide will assist those who prefer to use a browser-based authentication.

We recommend the free Salesforce Authenticator app for your mobile device as it works best
with Workspace.

e ForiPhone, get the app from the App Store.

¢ For Android devices, get the app from Google Play.

Important: if you choose to use a browser-based authenticator, you will only be able to access
Workspace using that browser on that machine.

To install and connect your Workspace account using your browser, there are two things you
need to do:

(A) Install an authentication extension on Microsoft Edge (preferred) or Google Chrome —
whichever you use to access Workspace, and

(B) Set up this new extension to accept Workspace as a verification option.
(A) Install the Authenticator: 2FA Client extension on your browser
1. If you use Microsoft Edge to access Workspace

a. Click here and select Get

E |-1 Authenticator: 2FA Client @ Featured “

b T ‘ /

Description Details

Developer

User reviews

Report abuse

b. You’'ll be prompted to confirm so select Add extension
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https://itunes.apple.com/us/app/salesforce-authenticator/id782057975?mt=8%22%20/t%20%22_blank
https://play.google.com/store/apps/details?id=com.salesforce.authenticator&hl=en%22%20/t%20%22_blank
https://microsoftedge.microsoft.com/addons/detail/authenticator-2fa-client/ocglkepbibnalbgmbachknglpdipeoio?refid=bingshortanswersdownload

2.

.LEl_.E Add "Authenticator: 2FA Client"” to Microsoft
Edge?

q Add extension m

You'll see a message that the extension was added, showing an icon with a QR
code inside to the right of the web address field but the extension icon will be
hidden after installed.

To make the authentication extension always visible on your toolbar, click the

puzzle piece to the right of the web address field (shown #1 below) and then
select the eyeball (#2) so it’s no longer crossed out.

QO ——>c o

Extensions
B¢ Authenticator: 2FA Client R e

Show in toolbar
{:3 Manage extensions

Open Microsoft Edge Add-oo

e. You should now see the QR code icon on the toolbar to the left of the web

address field.

Gom

[

If you use Google Chrome to access Workspace

a. Click here and select Add to Chrome. Do not select a different browser from the

dropdown.
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https://authenticator.cc/

1
E I m Authenticator

- Two-factor authentication in your browser
G ==

\

b. Select Add to Chrome

< C & chromewebstore.google.com/detail/authenticator/bhghoamapedpbohphigoooaddinpkba

2w & 0O &

£~ chrome web store Discaver Extensions  Themes Q, [search extensions and themes H HH m

H%¢ Authenticator —

& authenticatorcc (@ Featured 3.9 % (1.8K ratings)

Extension Privacy & Security 5,000,000 users

c. Confirm again by selecting Add extension

Y Add "Authenticator”?

L&
# Add extension ||

d. You'll see a message that the extension was added, showing an icon (with a QR
code) to the right of the website/URL field. But the icon will be hidden after
installed.

e. To make the authentication extension always visible on your toolbar, click the
puzzle piece to the right of the web address field (#1 shown below) and then find
the Authenticator extension and click the pin (#2)

Page 3 of 11



Extensions

Full access
These extensions can see and change information on
this site.

@ Microsoft Purview Extension 1 g
B Windows Accounts I e

Access requested
| To give an extension access to this site, click it.

{ B¢ Authenticator n

) Pin
£  Manage extensions |

f.  You should now see the QR code icon on your toolbar.

~y 0

e w| (&% O &

Now you’re all set for Step B. Please note that while your screen may look slightly different
depending on your browser, the steps below are identical for Microsoft Edge and for Chrome.
(B) Set up Workspace verification using the newly installed browser authenticator

1. Go to Workspace and sign in as normal with your email, password and association.

2. You'll be asked to choose a verification method. If you don’t have a mobile phone, can’t

or prefer not to use one, then choose the second option “Use verification codes from an
authenticator app” and select Continue.
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salesforce

Choose a Verification Method

Ve winsled yons b 16 verily your conity

Use the Salesforce Authenticator mobike app

B Use venNcation Codes 1o a0 suthenticator ap

[such s Goople Authonlicalor or Aulby)

MFA & naedes starang Nov 06, 202

unicts an asein turre it o

Gat Heip

T 2024 Sabesfoaoe, Jnx. Al ightls reseryed.
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3. You'll see a QR code on the screen, which can only be used for mobile setup. So

instead, scroll down below the ‘Back’ button and click the link ‘I can’t Scan the QR
Code’

Connect a third party suthenScator app %0 your
Saiesforce account S0 YOU Can use 1t to verify your
ulenidy.

1. Open an authenticaior app

2. Scan this QR codo with the authonticator app

3. Enter the cOde generated Ly the app.

On the next screen, you'll be given a unique key (example highlighted yellow) to set up

your authenticator. Select the entire key and click Ctrl-C to copy it (or right-mouse click
and select Copy)

salesforce

Connect an Authenticator App

On your mobile device, R0 10 the JUthentcator app and

anter s by

Sorme versans of Salewforce Authenbcalor con [
WPEort manusl key entry. Use 3 Oifferent app, of

stanlact your Salevioroe adrmnsieaion lor help

SKSKUZK £

Now enler the wtificalon Ccode your app dnpleys,

Verificstion Code
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5. Next, click on the Authenticator extension icon from to the right of the web address field
(#1 shown below) and then click the pencil icon (#2)

Connectan. /

unts to display. Add your first
nt now. Learm more
O pour l‘nOhH‘drMﬂ\
enter this key
Some versom of Sales
APDOIT M iy 0
cnnlscl your Salevione

ey

How enler the venlical

Werilication Code

T 2024 Sale=ivece. Inc. Al vights reserved.

6. Click the plus (+) sign

rofactor/Add TwofactorlifretURL-hpsB3A%IFRFIde . A 1 = o

Authenticator -,'1

Connectan.

O your mobile device
erited this kety

Some versom of Sales
PPt Bl iy @0
ennlscl your Salevone
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7. Select Manual Entry

torli FretURL = hitps B3 A K2 P 2Fide

[
= Scan OR Code ¥

Connectan.

i
o

On your miobile device

fetest s ey

BRSKUEKYPHGSIVENG:

Now enler the wenifical

T 2024 Salesfwooe. b Al vighils resened

8. Inthe ‘Issuer’ field (#1 shown below), type Workspace and in the ‘Secret’ field (#2),
paste the key that you copied from step 4 by using Ctrl-P or right-mouse click in the field
and click Paste. Then click OK (#3)

o
Issuer o
|

Connectan. Secret

LA powr Mdbale déwde e
pevtet this ket » Advanced
BESKUEKYPHGSIYEYD o

Now enler the veilical

& 20245 Sale=ivoce, Jec Al vighlts resereed,
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9. You should now see that you've added Workspace with an authentication code that is
automatically generated.

b - Authenticator =7

938187 .

Connectan,

O pour minhile device

pevtir this ey
[

Sevrme vensonm of Sales
PRIt Ml iy +n

enndac] your Salewlonce

BRSKUEKYPHGLIYSYCr

Now enler the wenifical

Vewification Code

B

10. Click on the code and select Allow when you see the dialog box. This will close the
Authentication dialogue.

sorUiretURL - hitps ES G
i.;: “Authenticator: 2FA Client” has requested =¥4
additional permissions.
The extension could:
« Modify data you copy and paste Kl

On your mobile device

ontor his oy

Some versons of Salos
WAoot manual key en

candact yesat Sabedlorce

BRSKUEKYPHOSIYSYD

Now enler the venfics!

Verificstion Code
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11. So you’ll need to go back to the right of the web address field again and click the QR
icon (#1 shown below). This will bring up the Workspace authenticator. Click on the
verification number (#2). This will automatically copy it to your clipboard.

NOTE: Like other authenticators, this code has a time limit and auto-expires after 30
seconds. If you see the timer on the right is nearly low, wait for the next code to be
generated.

E £ Authenticator .
938187 .
Connectan.

GRSKUEKYPHGS YN0 9

Now enler the venilical

- _
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12. Paste the code in the ‘Verification Code’ field and click Connect. You will then be
redirected to the Workspace homepage.

salesforce

Connect an Authenticator App

T 2024 Salesfvrce. Jwe. M rights severved

13. For future logins to Workspace, you will only need to complete two short steps after
entering your username/password on the Workspace login page:
a. On the Verify Your Identity page, click the QR icon at the top of your browser (#1)
and click on the number to copy it.
b. Paste the number into the ‘Verification Code’ field (#2) and click Verify

f

Verify Your Identity

© trying 10 Log In to Salesforce. To make s you

JCCOUNt I SeCute, e Bave 10
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